DEPARTMENT OF THE ARMY
OFFICE OF THE PROGRAM EXECUTIVE OFFICER
AMMUNITION
PICATINNY ARSENAL, NJ 07806-5000

MEMORANDUM OF AGREEMENT
BETWEEN
PROGRAM EXECUTIVE OFFICER (PEO)
FOR
AMMUNITION
AND
COMMUNICATIONS - ELECTRONICS RESEARCH DEVELOPMENT AND
ENGINEERING CENTER (CERDEC)
SPACE AND TERRESTRIAL COMMUNICATIONS DIRECTORATE (S&TCD),
INFORMATION ASSURANCE PROGRAM DIRECTOR (IA PD)

SUBJECT: Information Assurance Support Services
1. Reference:
a. AR 380-19, Information System Security, 27 Feb 98.
b. AR 25-1, Information Management, 25 June 2002, HQ DA.

¢. DOD Instruction 5200.40, DOD Information Technology Security Certification and
Accreditation Process (DITSCAP), 30 Dec 97.

2. Background

The Program Executive Officer (PEO) for Ammunition is required to ensure that all programs, which
meet the definition of Information Systems, as per the DOD Directive 8500.1 are certified &
accredited in accordance with the referenced documents above. The Communications & Electronics
Research Development and Engineering Center, Space and Terrestrial Communications Directorate
(CERDEC, S&TCD) Information Assurance Program Director (IA PD) team has expertise in
Information Assurance (IA) and Certification & Accreditation (C&A) of DoD Military Information
Systems.

3. Purpose

This Memorandum of Agreement (MOA) delineates the operational and support relationships between
the Program Executive Officer (PEO) Ammunition and the Communications & Electronics Research
Development and Engineering Center, Space and Terrestrial Communications Directorate. This MOA
outlines those management and support responsibilities specifically associated with the
implementation and maintenance activities for information assurance of all PEO Ammunition
programs.
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4. Scope.

The purpose of this MOA is to establish procedures and responsibilities for all the activities in support
of PEO Ammunition, which relate to information assurance of weapon, ammunition and fire control
systems under the PEO’s purview. These activities fall into the following major categories:

a. PEO Ammunition Information Assurance (IA) Certification and Accreditation (C&A) policies,
plans and procedures.

b. Certification Authority role for C&A.
c. Certification Agent role for C&A.

d. Life-cycle 1A Engineering support for individual programs under the PEO Ammunition Project
and Product Managers (PdMs).

e. IA Engineering representation at PdM Integrated Product Teams.
5. General.

a. It is the intent and responsibility of the signatories to this MOA to ensure maximum compliance
to DOD information assurance requirements.

b. This MOA will be reviewed by both parties on a yearly basis to determine viability of the
agreement and update/change the contents to ensure both organizations receive maximum benefit.

c. Interim changes to this agreement shall be staffed and agreed to by each party to ensure the
document reflects changes in requirements and responsibilities.

6. Responsibilities.

a. PEO Ammunition will:

(1) Provide specific requirements on a task-by-task basis for the execution of information
assurance requirements.

(2) Negotiate the scope and level of effort of proposed tasks with CERDEC, S&TCD IA.
(3) Ensure that funding for each task is available and provided.
(4) Provide responsive feedback to the schedule and performance of the tasks.

(5) Maintain general oversight and management of the task and their status.
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b. CERDEC, S&TCD IA PD will:
(1) Provide detailed cost estimates on a timely basis to each assigned task.
(2) Ensure dedicated resources are applied to each task.
(3) Report on a quarterly basis task assignments schedules and costs.

(4) Immediately highlight any changes in IA requirements that impact the PEO Ammunition IA
processes or programs.

(5) Act as Certification Authority for C&A.
(6) Act as Certification Agent. Coordinate with independent C&A tester.

(7) Act as Information Assurance Manager (JAM) for PEO Ammunition Developmental
Systems.

(8) Act as IA Engineering representative at the PdM IPTs.

7. Implementation.

a. This MOA will become effective upon signature of all parties and will remain in effect one
year from signature unless terminated sooner by mutual consent.

b. Questions concerning this MOA may be addressed to Mr. Richard Eva, PEO AMMO, Chief
Information Officer (973)724-4923 or Mr. George Brick, IA PD POC (732) 427-4653.

PAUL\S 1ZZO 79 BERT O'Q'
Brigadier General, USA rector, CERDEC
Program Executive Officer, Ammunition
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